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The Impact of Non-Technical Factors on Risk Management System
deployment
Abstract
Delays caused by partial or total breakdown of an IT system could be very costly to the organisation. As a
result, a proper risk management strategy is required to allay potential risks. Technology is continually
evolving, particularly in the IS environment, which introduces new vulnerabilities. Threats continue to evolve as
well and sometimes, even what is designated as a critical asset, changes because the needs and priorities of an
organisation change. Therefore, due to this fact, a proper risk management plan will always be needed. This
study determined to find out what is the impact of non-technical factors on Risk management System (RMS)
deployment. Data was collected using the semi-structured method and was analysed using the structuration
theory. Structuration theory acted as a lens through which the problem was looked at. The impacts were derived
from the findings after the analysis of the data collected.
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1.

INTRODUCTION

Kroenke (2008) argued that the term ‘information systems’ is frequently used to refer to the interaction between
people, algorithmic processes, data and technology. In this sense, the term is used to refer not only to the
information and communication technology (ICT) an organisation uses, but also to the way in which people
interact with this technology in support of business processes. Information systems are distinct from information
technology in that an information system is typically seen as having an ICT component. Information systems are
also different from business processes (O’Brien, 2003). Many organisations deploy information systems to
support and enable their processes and activities. Some organisations wholly depend on them.

Moteff, 2005 argued that for each risk in the risk assessment report, a risk management strategy must be devised
that reduces the risk to an acceptable level and at an acceptable cost. Ramussen & Gideon, 2006 posits that for
each risk management strategy, the cost associated with the strategy and the basic steps for achieving the
strategy must also be determined. This requires the following information: a weakness identifier, weakness
description, weakness source, point of contact, resources required, scheduled completion date, milestones with
completion dates, weakness status, weakness severity (Lightle & Sprohge, 2002).

The study investigated the impact of non-technical factors of the deployment of risk management system in
organisations. These impacts were derived from the findings which were arrived at after the analysis of the data
collected. The research approach which was employed in the study is discussed next.

2.

RESEARCH APPROACH

Case study method was employed for this research. Yin (2009) posits that the case study method allows the
investigators to retain the holistic and meaningful characteristics of real-life events such as: individual life
cycles, small group behaviour, organisational and managerial processes, neighbourhood change, school
performance, international relations, and the maturation of industries. In most cases, a case study method selects

a small geographical area or a very limited number of individuals as the subjects of study. Case studies, in their
true essence, explore and investigate contemporary real-life phenomena through a detailed contextual analysis
of a limited number of events or conditions, and their relationships (Zaidah, 2007).
The data collection method used was the semi-structured technique. The data collected were then analysed using
structuration theory. The organisation used as a case study is Riskguard Plc, an Information System risk
management consultancy.
It is comprised of various departments, which focus on different tasks, functions, processes and activities,
primarily for competitive advantage. The goals and objectives of the organisation are on information systems
risk management. This includes the technological artefacts (such as infrastructure), process and people who are
involved in the deployment and use of Risk Management Systems (RMS).

Structuration Theory (ST) was used to underpin this study. ST consists of Agents and structure. Agents and
structure are two components of ST. Giddens (1984) views structure and agency as dependent on each other.
The actions that occur between them are in the form of dualism. The focal point of duality in ST is the manner
in which agent and structure are related and depended on each other.

Giddens (1984:17) argues that the two independent sets of phenomena (dualism) of structure and agency as a
‘duality’ are two concepts which are dependent upon each other and recursively related. Iyamu (2010) points out
that the duality of structure was used to understand the contextual dynamics within which organisational
dilemmas interplayed; how structures embodied the organisation’s norms which were influenced by actions;
whether these actions by agents led to changes in how rules and resources influence interactions and to the
reinforcement of the norms upon which these interactions were based during the development and
implementation of IT strategy in the organisation.
During the analysis, data was extracted (quotes) from individual interviews. The following standard referencing
method is employed: An abbreviation of the fictitious name for the organisation is used at the beginning of the
interview identification, followed by the number of interview conducted and page and line numbers in the
transcription from which the reference has been extracted. An example, a reference to a section of an interview
labelled rg02, 6:23-25 refers to the text on lines 23 to 25 on page 6 of an interview.

3.

FINDINGS

This section discusses the findings from the analysis of the data as presented above. As depicted in Figure 1
below, the findings include technological complexity, external influence, over-reliance, resource
complimentarily, continuity and standardisation. The findings are discussed as follows:

Figure 1: The Impact of Non-technical Factors on RMS deployment

i.

Technological Complexity

Complexity has influence and impact on productivity, hence many organisations strive hard to reduce or
eradicate it. Riskguard Plc is not different. The analysis revealed that there is RMS technological complexity in
the organisation. This is as a result of many frameworks such as Cobit and information technology and
infrastructure library (ITIL) deployed for the same or similar functions. The complexity could be attributed to
selection process.

The selection processes of the appropriate RMS are too complex. This is because there are no proper guidelines
to following in the selection of the technologies and frameworks. Also, the stakeholders are involved in the
selection process in a centralised manner. This means that those stakeholders who are involved do so in bits.
This created loopholes where groups of stakeholders select their individual technology or framework.

The complexity created duplications, conflict in delivering of services and became prohibitive to maintain in the
organisation. In an attempt to address this challenge, the organisation had to combine different frameworks to
adapt to the organisational requirements. Otherwise, the process of making sure all the frameworks work with
each other as one single entity, and at the same time fulfil the organisational requirements was time consuming.

ii.

External Influence

The government has acts in the constitution, as well as bylaws, which relate to how organisations carry out their
processes and activities. This is primarily to address any oversight by the organisations. As a result, whenever
there are changes in these rules and regulations, the organisation had to adjust in alignment.

The deployment of RMS in the organisation has to be done in alignment with the government act on risk
management. This influences the decision by the organisation in this regard.

iii.

Over-reliance on RMS

The organisation relied heavily on the deployment of the RMS. RMS easily became a self-auditing checkbox
approach to doing things. Due to the over reliance, many of the employees were reluctant to check the results of
their queries, and sometimes did not question and interrogate the data they got from the system. This resulted to
too many errors, which had an impact on the productivity and clients’ confidence in the services that they get
from the organisation.

The overreliance prevented the users from knowing whether the system really was working or not. This then
transformed to the employees making use of inaccurate data gotten from the system.

iv.

Resource Complementarity

The non-technical resources play a vital role in the deployment and use of the RMS in the organisation. Some
of the non-technical resources are rules and regulations (laws). The organisation had its rules and regulations,
so did the government. In many areas, they did not supersede each other when it came to the business of the
organisation.

The laws of the organisation and that of the government complimented each other. This was achieved in the
deployment process which such laws were supposed to regulate. The laws were there to ensure that certain
standards were adhered to. The complementary nature was achieved due to the fact that organisational laws
are enacted in line with government legislation. The Complementarity of the rules and regulations help the
organisation to cover some oversights, and address potential risks. One such risk is being listed on the stock
exchange.

v.

Continuity

It was critical for the organisation to imbibe and have continuity in their processes and activities. This was
primarily to sustain the longevity of the organisation. Continuity required the organisation’s support and enabled
backup of their activities.

Unfortunately, the organisation didn’t have a backup to RMS systems. They had a central repository for risk
related issues which helps the executive members of the organisation to make decisions. Backup systems are
aimed to ensure that when a system fails there is another to take its place immediately without affecting the

operations of the organisation. Lack of a backup system affected the organisation’s operations whenever there
was a breakdown or interruptions.

vi.

Standardisation

There were standards within the organisation, which guided the processes and procedures for the deployment of
RMS. These standards were developed based on the rules and regulations of the organisation. The government
laws were also influential in the formation of the standards. These standards were reflected in the processes
around the deployment. They were also manifested in the performance of the RMS.

The standards were considered helpful. They were mainly used as a benchmark to measure the progress
(whether success or failure) of the RMS deployed in the organisation. This helped to improve performance in
the areas of risks in the organisation.

4.

CONCLUSION

Structuration theory was very useful in the study. Without the theory, it would be difficult or impossible to have
a clear view of the intricacies of the processes and activities in the deployment of RMS in the organisation.
New technologies are evolving daily and with these come newer risks. It is therefore important for organisations
to have a proper architecture in place that will be able to adapt to the changes. The organisations architecture
also needs to be able to work properly with the RMS deployed for risk management in the organisations.
In order to make sure the organisations’ are best prepared to manage risks as they occur, it is recommended that
when they put their architecture in place, there is provision made for future improvements to the systems. This
will eliminate the problem of redundancy and obsolete technology and IS resources.

This study helps to gain better understanding as well as enhanced our knowledge of how RMS could be
deployed and managed in organisations. The study also helped us to identify the impact of non-technical factors
on RMS deployment within organisations. The study helped to also identify gaps and area of improvement in
RMS deployment.
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